Cockpit Protection: Finishing the Job

As we approad the 5" anniversary of the terror attacks of September 11", 2001, it is
fitting for the commercial aviation community to evaluate the effectiveness of security
measures taken to protect pasenge and air cargo aircraft. The United States
Gowvernment in particular has spent significant resources to identify and defend the
aviation sector froma nunber of threats. Appropriately so, given thatintelligence reports
indicate terrorists continueto show interest in hijacking airplanes to use as improvised
weaponsof mass destruction. Yet, whilst many improvements have been madeto aviation
security, subgantial vulnerabilities remain in our airplanesecurity systems. While the US
aviation sector hasrecovered from the emotional and econonic shock of the September
2001 attack, anohe significant assault could once again decimate commercial aviation
and send western economes into a tailspin. Captain Ed Folsom discusses what needs to
be doneto further thejob of securing our airplanes fromanother hijacking.

This article is written from a US-centric perspective, and with a mind towards
improvements in the US commercial aviation sector. The focus here is specific to the
airplane cabin. Passenger screening and other off-airplane security systems are important
topics that deserve significant attention. However, from the viewpoint of the captain and
crew, it must be assumed that potential attackers have defeated other security systems and
are now onboard the aircraft. Our job must be to deny the attacker the opportunity to gain
access to the cockpit. I am convinced that the United States can finish the job of
protecting our airplanes from being hijacked with some simple, but important
enhancements to our current onboard security systems.

Preventing Another Hijacking

The US has spent considerable energy protecting airplanes from another hijacking.
Congress and federal agencies have taken a number of pro-active steps, including the
expansion of the Federal Air Marshal Service (FAMS), mandating industry-wide fortress
doors, tightening cargo and passenger screening procedures, implementing the Computer
Assisted Passenger Pre-screening system (CAPPS), creating the Federal Flight Deck
Officer (FFDO) program, and establishing the Crew Member Self Defence Training
(CMSDT) programme.

The following schematic highlights the major elements of the onboard security system as
currently employed:
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The concept of operations the government and industry have adopted is the strategy of
layered defence. Some have used the analogy of multiple layers of Swiss cheese to
describe this system - each layer has holes in it, but when you overlay enough layers,
eventually you cover all the holes. This is the goal for what we see onboard the airplane.
The only caveat worth adding to this concept is that the closer you get to the cockpit, the
more intent you must be to make sure no holes are left in the remaining security sub-
systems.

New Common Strategy

Each air carrier is required by federal regulations to train crewmembers on the new
Common Strategy, which gives guidance on how to respond to different levels of threat
onboard an aircraft. The Common Strategy for the aviation sector was reviewed and
updated based on the lessons learned from the 9/11 attacks. The airline industry now has
a common language with which to communicate threats to each other, and a common
expectation for the actions that should be taken should a threat materialise. The new
Common Strategy also fundamentally changed the philosophy of threat response. Prior to
9/11, pilots and flight attendants were taught to take a compliant or passive attitude when
responding to demands from a hijacker. The new Common Strategy clearly states that
crewmembers will use all appropriate force, up to and including lethal force to defend the
airplane.

It should also be noted that the new Common Strategy addresses threats to the airplane,
not the motive behind those threats. Whether an attempted breach of the cockpit comes
from an unruly passenger or a coordinated attack from terrorists, the goal remains the
same - secure the cockpit and get the airplane on the ground.

Layers of Security

As you look at the above diagram, there are multiple layers of defence. Beginning within
the cabin, there are passengers, cabin crew, armed Federal Air Marshals (FAMS),
travelling law enforcement officers (LEO)s and other crewmembers travelling as
passengers. One valuable lesson gained from the 9/11 tragedy is that passengers can be
expected to help defend the airplane. The passengers of United Airlines Flight 93
recognised their peril and effectively responded, successfully thwarting the hijacker’s
goals. We must therefore consider passengers as a resource in responding to an attempted
cockpit breach. Some of our passengers will have specific skills to help defend the
airplane. Military, LEOs, and deadheading crewmembers can all be expected to join the
fight. The TSA has established a protocol for making sure every armed LEO is informed
of other armed LEOs, so as to prevent a potential Blue-on-Blue confrontation. On flights



with FAMS, they will take command of the cabin if there is an attack, and will be
expected to integrate all resources into their response.

Crewmember Self-Defence Training (CMSDT)

Pilots and flight attendants are currently encouraged to attend a program called,
Crewmember Self-Defence Training (CMSDT). CMSDT has been developed by the
FAMS in accordance with federal legislation to provide cabin and cockpit crewmembers
with self-defence training to protect themselves against a violent attack, and protect the
cockpit from intrusion. The current self-defence course is a one-day curriculum,
emphasising the basics of personal protection, along with some practice with strikes,
submission holds and control techniques. The purpose of this course is not to make
crewmembers experts in self-defence techniques, but rather to introduce them to the
world of defensive tactics (DT) training, and hopefully inspire participants to make DT
training a regular part of their lifestyle. CMSDT classes are currently offered around the
country at no charge to crewmembers.

FAMS and FFDOs

The two highest profile security programmes on our airplanes are the Federal Air
Marshal (FAMS) and Federal Flight Deck Officer (FFDO) Programs. In September of
2001 the US had only 33 FAMS on duty, but today there are thousands of highly trained
counter-terrorism officers flying domestic and international flights. FFDOs, pilots who
have been screened, trained, federally deputised and armed as federal law enforcement
officers, have been flying since 2003, and occupy a substantial portion of our nation’s
passenger and air cargo cockpits. The FFDO mission is to defend the cockpit against
attack. FFDOs are full-time commercial airline pilots, employed by their respective
carriers, and have voluntarily taken on the responsibilities of FFDO at significant
personal cost and commitment.

Cockpit Access Procedures

Good cockpit access procedures are a key part of a complete onboard security system.
There are three reasons to open the cockpit door: to enter the cockpit, exit the cockpit, or
to exchange items through the cockpit door. Each aircraft type generally possesses a
unique cockpit door and forward galley configuration, which makes a one-size-fits-all
procedure problematic. United Airlines chose to address their eight different fleet
configurations with common principles of operation, and then refined preferred practices
for each specific aircraft type. In this manner, they provided flight crews with flexibility
to modify techniques for opening and closing the door, as long as the techniques adhered
to the fundamental principles described within the procedure.

Continental Airlines and United Airlines are currently two airlines that have developed a
detailed system for safely and efficiently accessing the cockpit from the forward galley.
Defined and specific cockpit access procedures are essential to ensuring the success of
other onboard security systems, especially the fortress door and flight deck secondary



barrier. Cockpit access procedures establish specific standard operating procedures for
effective integration of the other security systems.

The Fortress Door

In November of 2001 Congress passed the Aviation Transportation Security Act (ATSA),
which mandated the immediate installation of cockpit fortress doors on all commercial
airplanes. While the door is virtually impossible to breach when locked, it must be
opened during flight in order for crewmembers to receive meals, drinks, and to allow
pilots access to the cabin lavatory. It is important to note that when the door is open, the
cockpit is completely accessible and vulnerable. At the time ATSA 2001 was passed into
law, it seemed obvious that a hardened cockpit door was necessary, but since then it has
become clearer that the fortress door alone will not ensure a fully protected cockpit. We
now see there are two key elements to the overall onboard security system that must be in
place: good cockpit access procedures, and a protected space aft of the cockpit door that
can be protected while the cockpit door is opened.

Flight Deck Secondary Barriers

The purpose of the flight deck secondary barrier is to protect the cockpit from being
rushed by attackers from the cabin when the fortress door is open. The idea behind the
secondary barrier is to create a protected buffer zone that prevents an attempted cockpit
breach for 5-10 seconds. This should give enough time for crewmembers to close and
secure the cockpit fortress door.

As mentioned earlier, one of the key provisions of ATSA 2001 was to mandate
installation of the fortress door. But in the collective rush to pass this bill, both legislators
and industry stakeholders failed to adequately consider the impact of a fortress door
without a protected space on the cabin side of the door. As previously noted, the fortress
door is effective when closed and locked, but when opened during flight, the cockpit is
vulnerable to being breached.

Without a protected barrier the fortress door creates an attractive target for terrorists. For
example, the terrorists on United Airlines Flight 93 knew they had to not only breach and
seize the cockpit, but also defend it from being retaken by the passengers and crew. Now
the terrorist’s job is arguably simpler. If they can capitalise on insufficient cockpit access
procedures and force their way into the cockpit, the fortress door will help the terrorists
keep control of the cockpit, and ultimately the airplane.

The solution to this problem is two-fold: first, we must create a secure buffer between an
open cockpit door and the passenger cabin; second, we must establish comprehensive
procedures for cockpit/cabin access.

To date, United Airlines is the only airline that has developed a commercial solution for a
flight deck secondary barrier to protect the area of the cockpit door when open. They
have also established procedures for an interim secondary barrier, using a galley cart



manned by a second flight attendant. Other carriers have enacted voluntary procedures
for an interim secondary barrier, but so far only United has mandated interim and
permanent secondary barrier procedures.

The Air Line Pilots Association (ALPA), which represents 39 airlines and 62,000 pilots
in the US and Canada, has publicly endorsed the flight deck secondary barrier concept as
a top security priority. ALPA is aggressively seeking support for an industry-wide
standard for establishment of secondary barriers, including federal funding to cover
installation costs. ALPA also sees the benefit of tightening each carrier’s cockpit access
procedures as the best way to maximise the effectiveness of the fortress door and
secondary barrier.

Answering the Critics

While support for secondary barriers grows among crewmembers and carriers, critics
remain. Complaints fall into the following categories:

- Barriers are unneeded, as they will tip off potential hijackers

- Barrier standards will not be equal across the airline industry

- Concern for who will pay for the barriers

- Difficulty of gaining political support for needed legislation and funding

It is true that deploying a secondary barrier tips off potential attackers that the crew is
preparing to open the cockpit door. However, this is actually a desirable goal. Deploying
a secondary barrier not only announces a crew’s intent to open the door, it also announces
the intent to protect the door. The secondary barrier also forces the attacker to
demonstrate the intent to attack, and takes away the element of surprise. A secondary
barrier that delays access for 5-10 seconds will make it virtually impossible for an
attacker to gain entry to the cockpit, even if there happen to be lax in cockpit access
procedures.

Establishing standards for secondary barriers must be a collaborative effort between air
carriers, pilots, flight attendants, law enforcement and government regulators. United
Airlines, in partnership with ALPA and the Association of Flight Attendants have already
done the lion’s share of this work for their carrier, resulting in FAA-approved barriers.
There is no reason that this cannot be the basis for an industry-wide standard.

The industry’s concern for the impact of yet another unfunded federal mandate is
understandable and should be respected. Airlines are still struggling to regain
profitability. Adding another tax to the price of a ticket to fund an industry standardised
secondary barrier is not the answer.

ALPA and other barrier advocates could take the position of asking Congress and the
Transportation Security Administration (TSA) for mandating legislation, but another
approach might be preferable. Whatever the perceived benefit might be gained from a
mandate, it would invite active opposition from air carriers. A better strategy might be to



advocate for federal incentives for equipage of the secondary barrier. This will serve a
number of goals. First, those carriers who are inclined to embrace barriers will take
advantage of the opportunity, thus aiding proliferation. Second, an incentive-based
approach will encourage federal officials to be more sensitive to the needs of
stakeholders rather than over-designing the solution. Third, over time the industry will
see secondary barriers as a critical security system, not an optional system. And finally,
taking the incentive-based approach now does not preclude review of progress made
down the road with consideration of other ways to facilitate this security reform.

Implementing industry-wide cockpit access procedures is much less complicated. The
TSA already has a vehicle to issue guidance to carriers, called the Aircraft Operator
Standard Security Program (AOSSP). Each airline must submit yearly security
programmes for approval by the TSA, based on AOSSP guidance. Continental and
United Airlines both have approved detailed cockpit access programmes which other air
carriers could easily emulate or modify to suit their own needs. Over time the consensus
standard for cockpit access procedures can simply be captured in subsequent AOSSP
guidance to all air carriers.

Conclusions

The aviation community should continue to test and evaluate current onboard security
systems and take productive steps to correct identified shortcomings. In the past five
years industry stakeholders have gained insights into lingering vulnerabilities of our
current onboard security systems. Some air carriers have provided leadership by taking
steps to correct cockpit security weaknesses by developing detailed cockpit access
procedures and building and deploying a reasonable flight deck secondary barrier. It is
important for government, air carriers, ALPA, and other major stakeholders to ensure
security standardisation across the industry, and not allow economic challenges and
complacency to embolden terrorists to successfully strike again. We know what needs to
be done. Let’s finish the job of protecting our cockpits.

The author is the Air Line Pilots Assodation Security Committee Chairman for United
Airlines, andan adive Airbus320Captain.
Pull Quotes:

“the passengers of United Airlines Flight 93 recognised their peril and effectively
responded, successfully thwarting the hijacker’s goals”

“the purpose of the flight deck secondary barrier is to protect the cockpit from being
rushed by attackers from the cabin when the fortress door is open”



“deploying a secondary barrier not only announces a crew’s intent to open the door, it
also announces the intent to protect the door”



